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Claim Rejections - 35 USC § 103 

1 . The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

2. Claims 1-2, 4-12 and 14-15 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Doyle (US Patent 6,381,696 Bl). 

3. Regarding Claim 1, Doyle discloses a method for obscuring data files which are created 
in the context of cooperative interaction between at least two computing devices in relation to the 
handling of a document file (see Fig.l, Fig.3A and Col.4, Line 6-22), where such interaction and 
handling include job-file data transit activities conducted in a. transit zone which is operatively 
interposed the computing devices (see Fig.3A and Col. 7, Line 29-41), the method comprising 
locating and identifying within such zone (see Fig.2A and Col.4, Line 56-67), each data file at 
least at a point in time which lies in a time span that is beyond the end of that file's utility (see 
Fig.2A (2010,2020,2030) and Col.4, Line 56-67), and before any destructive alteration takes 
place with respect to the file (see Fig.2A (2010,2020,2030) and Col.8, Line 36-50). Doyle fails to 
expressly disclose that the data file is relative to non-volatile media, by-product, spool-associated 
data files, and applying random bit mask-obscuring process to the data file following the locating 
and identifying, and during a specific time span. 

4. Doyle, however, teaches that the method for obscuring the data file can be implemented 
in a general-purpose computer or server in a client server environment (see Fig.3A and CoL5, 
Line 39-44), as well as in software or firmware (see Col. 6, Line 61-64). Doyle further discloses 
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encrypting the data file at a point in time which lies in a time span that is beyond the end of that 
file's utility, and before any destructive alteration takes place with respect to the file (see Fig.2A 
(2010,2020,2030), Col.4, Line 56-67 and Col.8, Line 36-50). At the time of the invention, it 
would have been obvious for one skilled in the art to implement the data file obscuring method 
on a data file that is relative to non-volatile media, by-product, spool-associated data files. The 
motivation would be to protect the access to the contents of a print job file. The file contents may 
contain sensitive information that may require authorized access. The data file obscuring would 
provide a security mechanism for the print file. It is further obvious to apply a specific 
encryption method, such as random bit masking, to the data files. The motivation would be for 
preference reasons. The design may prefer a specific a specific encryption method as a design 
choice. 

5. Regarding Claim 2, Doyle further discloses the applying involves the recurrent 
application of plural, successive, different, encryption to the file (see Fig. 2 A (2010,2020,2030), 
Col.4, Line 56-67 and Col.8, Line 36-50). 

6. Regarding Claims 4-6, Doyle further teaches that the method for obscuring the data file 
can be implemented on a device firmware (see Col.6, Line 61-64). At the time of the invention, it 
would have been obvious for one skilled in the art to apply the encryption process at the print 
processor or raster image processor. The motivation would be to encrypt the print data for 
security purposes. 

7. Regarding Claims 7, 9 and 14, Doyle further discloses the data file resides on the 
computing device side of the transit zone (see Fig.3A and Col. 5, Line 39-44). 
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8. Regarding Claims 8, 10 and 15, Doyle further discloses the data file resides on the 
imaging device side of the transit zone (see Fig. 3 A, Col. 5, Line 39-44 and Col. 6, Line 61-64). 

9. Regarding Claims 11 and 12, Doyle further teaches the data file is an encrypted file (see 
Col.4, Line 56-67). 

10. Claims 3 and 13 are rejected under 35 U.S.C. 103(a) as being unpatentable over Doyle 
(US Patent 6,381,696 Bl) in view of Bennett et al. (US Patent 5,664,186). 

1 1 . Regarding Claim 3, Doyle teaches the method for obscuring data files as described in 
Claim 1 but fails to disclose the data files include files in the categories of ghost and shadow files. 
Doyle, however, teaches that the method for obscuring the data file can be implemented in a 
general-purpose computer or server in a client server environment (see Fig.3A and Col. 5, Line 
39-44), as well as in software or firmware (see Col. 6, Line 61-64). Bennett teaches using the 
shadow files as a means for backing up an existing data file during the process of updating the 
existing file (see Col. 5, Line 18-39). At the time of the invention it would have been obvious to 
implement the data file obscuring method on a shadow file or ghost file. The motivation would 
be to protect the data contents from the original data file from unwanted access. The ghost or 
shadow files are likely to contain sensitive data contents from the original data file. Therefore, 
the data file obscuring would provide a security mechanism for the original data file. 

12. Regarding Claim 3, Doyle teaches the method for obscuring data files as described in 
Claim 1 but fails to disclose the controlling activities is engaged by one of a print processor and a 
raster image processor, which the processor also performs the additional function of file-locking 
in a manner assuring the controlling role for the processor in relation to the data file obscuring. 
Doyle, however, teaches that the method for obscuring the data file can be implemented on a 
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device firmware (see Col. 6, Line 61-64) and encrypting the data file at different stages in the 
data transmission process to ensure the data contents cannot be accessed and tampered (see 
Col. 2, Line 3-20 and Col.4, Line 56-67). Bennett teaches a mechanism for file locking a data file 
in a manner assuring the controlling role for a processor in relation to the processing of a data 
file (see Col. 6, Line 31-41 and Col. 10, Line 28-36). At the time of the invention, it would have 
been obvious for one skilled in the art to apply the encryption process at the print processor or 
raster image processor. The motivation would be to encrypt the print data for security purposes. 
It is further obvious to allow the processor to perform the function of file locking in a manner 
assuring the controlling role for the processor in relation to the data file obscuring. The 
motivation would be to enable the processor to encrypt the print data with its own cryptography. 
This would ensure the print data contents cannot be accessed and tampered. 

Conclusion 

13. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Vu B. Hang whose telephone number is (571) 272-0582. The 
examiner can normally be reached on Monday-Friday, 9:00am - 6:00pm. 

14. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Twyler M. Lamb can be reached on (571) 272-7406. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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1 5. Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Vu Hang 

Assistant Examiner / 
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